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Networking Basics Overview

Network types

Topologies

Devices

Physical media

Overview

Computer networks are used for a variety of reasons to facilitate many different objectives, from simple home
networks consisting of just a few computers to corporate networks consisting of thousands of computers.
When more than one computing device is connected in a way that allows for the sharing of information and
hardware, a network is formed. In this module, we discuss the basics of networking, highlight the different
types of environments, and discuss some of the characteristics and equipment involved in creating the
environments in which communications and transfer of data are achieved.

Objectives

After completing this module, you should have the basic knowledge required to complete all of the following
tasks:

* Understand major network types.

* Analyze the differences between various network topologies.
* Identify the common devices and physical media used in networks.
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Network Types

* PANs
* LANs
* MANs
* WANSs

Network Types

In this section, we will cover four basic network types: personal area networks (PANS), local area networks
(LANS), metropolitan area networks (MANSs), and wide area networks (WANS).
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Personal Area Networks
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 Bluetooth

« ZigBee

Personal Area Networks

A personal area network (PAN) can be used to connect and share data among devices that are located within
a very close proximity of each other. For example, a personal computer, a telephone, a printer, and a wireless
headset might all be a part of a home office setup using a PAN. Bluetooth and ZigBee are two technologies
commonly used in a PAN setting.

Bluetooth is a short-range wireless technology that can be used to securely connect devices together.
For example, Bluetooth can be used to transfer voice and data traffic between fixed or mobile

devices. Bluetooth devices transmit data at the 2.4 to 2.485 gigahertz (GHz) frequency range. You
can use Bluetooth to connect devices such as a mouse, speakers, scanners, cell phones, and printers
to a computer. Several versions of Bluetooth exist. Bluetooth 1.2 supports a theoretical maximum
data transfer speed of 1 megabit per second (Mbps), whereas Bluetooth 2.1 supports a theoretical
maximum data transfer speed of up to 3 Mbps.

ZigBee is a wireless communications protocol used in electronics such as switches, timers, remote
controls, and sensors. The protocol was developed as a low-cost alternative to other wireless PANS,
and it can be less costly mainly because of the low power and battery consumption requirements of
the devices it is used in. For example, a sensor for a home lawn sprinkler system using ZigBee will be
in sleep mode while not in use and will use power at only the scheduled time in order to activate the
sprinklers, thus saving power and reducing the battery capacity required to operate for long periods of
time.
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Local Area Networks

/

* Ethernet

 Token Ring

Local Area Networks

Local area networks (LANG) are typically used for communications within a single group or organization
and typically within a single building or site where buildings are within close proximity of each other. Two
common types of LANs include Ethernet networks and Token Ring networks.

» Ethernet networks originated with the use of coaxial cable. However, most modern Ethernet networks
use unshielded twisted-pair (UTP) cables because they are inexpensive, are easy to install, and
typically support network speeds of up to 1 gigabit per second (Gbps). UTP cables typically use RJ-45
connectors. The Ethernet cabling scheme uses one pair of wires to transmit data and another pair to
receive data from end-station devices, such as computers or IP telephones, and networking devices,
such as switches, hubs, or routers.

» Token Ring networks use token passing to control media access. When token passing is used, a single
token is sent around the ring from device to device. Because a device must wait until it has possession
of the token before it can send data, only one device can transmit at a time. After the device has sent
the data, the token is passed to the next device in the ring.
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Metropolitan Area Networks

Metropolitan Area Networks

A metropolitan area network (MAN) can be used to connect networks that reside within a single
metropolitan area. For example, if a company has multiple locations within the same city, the company could

configure a MAN to connect the LANs in each office together.
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Wide Area Networks

* Frame Relay
* ATM

Wide Area Networks

A wide area network (WAN) is a network that covers a large geographical area. Often, a WAN is spread
across multiple cities and even multiple countries. Computers connected to a WAN are typically connected
through public networks, leased lines, or satellites. The largest example of a WAN is the Internet. Frame
Relay and Asynchronous Transfer Mode (ATM) are technologies used to create WANS.

* Frame Relay is a cost-effective packet-switching technology that is suitable for data-only, medium-
speed requirements. Frame Relay is a WAN encapsulation technology that can be used to implement
a nonbroadcast multiaccess (NBMA) network. An NBMA network does not support broadcasts,
but it does support multiple devices being connected to the network. Frame Relay uses statistical
multiplexing and variable frame size to ensure network access and efficient delivery. Furthermore,
Frame Relay allows multiple connections via virtual circuits through a single interface. Frame Relay
links are typically purchased in full or fractional T1 configurations.

* ATM is a WAN technology that transports its payload in a series of fixed-sized 53-byte cells. ATM
has the unique ability to transport different types of traffic, including IP packets, traditional circuit-
switched voice, and video, while still maintaining a high quality of service for delay-sensitive traffic,
such as voice and video.
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Network Topologies

* Types of topologies
- Bus
— Ring / dual-ring
— Star / extended star

— Full-mesh / partial-mesh

* Physical vs. logical topologies

Network Topologies

In this section, we will cover some basic network topologies: bus, ring, dual-ring, star, extended star, full-
mesh, and partial-mesh. Additionally, we will discuss some basic differences between physical topologies and
logical topologies.
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Bus Topology
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Bus Topology

A bus topology has a single main line to which all computers on the network are attached. Bus topologies
typically use coaxial cable and have several disadvantages, such as limited cable length and a limited number
of hosts. Another disadvantage to a bus topology is that a failure on the main cable affects every host on the

network.
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Ring Topology
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Ring Topology

A ring topology has a central ring of cable to which all hosts on the network connect. In a ring topology, each
host is connected to exactly two other hosts. The flow of traffic in a ring topology goes in a single direction,
with each node on the network handling each packet then passing it off to the next node in the ring. Similar to
a bus topology, a failure in the ring affects every host on the network. The failure could be within the cable or
one of the nodes. If a failure occurs, traffic flow will be disrupted until the issue is repaired or the faulty node
is removed from the ring. For some simpler network environments, the ring topology has advantages over a
more complex topology; one advantage is the ability to connect computers and share data without the need to
purchase costly servers.
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Dual-Ring Topology
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Dual-Ring Topology

As compared to a standard ring topology, a dual-ring topology has a secondary ring which allows traffic to

flow in the opposite direction of the first ring so that traffic can flow in both directions at the same time. This

additional ring creates a backup path for traffic; in the event that one ring fails, traffic can still flow on the
other ring. Having this redundancy does improve the reliability of the ring topology; however, this is limited

to protecting against damage to the cables. If one of the nodes on the ring goes down, the traffic flow will still
be interrupted for the entire ring.
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Star Topology
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Star Topology

A star topology is the most common home and office network topology and is typically used on UTP
Ethernet networks, but it can also be used with fiber-optic and coaxial cables. A star topology has a central
connectivity device, such as a hub or a switch, to which all hosts on the network segment connect. In a

very basic star topology scenario, data from one node on the network has to pass through only the central
connectivity device before being sent to the intended recipient; traffic does not have to flow through all nodes
in a star topology in order to reach the intended recipient. Not only can this topology improve performance,
since data does not have to travel through unnecessary nodes, it also reduces the points of failure. Any

given node on the network, or segment of cable, could fail and the rest of the network would still be able to
communicate. However, a disadvantage of having this single point of failure is that if the central connectivity
device fails, all traffic flow will stop until it has been repaired.
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Extended Star Topology

Extended Star Topology

An extended star topology offers the same performance and reliability found in a star topology with the
addition of the ability to cover greater distances from the central switch to the end nodes by adding repeaters
or additional connectivity devices to the segments. The extended star topology makes more sense in a larger
physical environment and allows you to reduce degradation of signal in places such as the far reaches of a
large corporate office. Although additional points of failure are added with each extension device, the points
of failure on any given segment of the network remain fairly easy to pinpoint. If one segment becomes
unavailable in an extended star topology, hosts connected to other devices in the topology will still be

able to communicate. By contrast, if the central device in a star topology fails, no devices will be able to
communicate on the network.
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Full-Mesh Topology

Full-Mesh Topology

A full-mesh topology is a very reliable network topology because of the redundancy built into it. For example,
in a full-mesh network topology, each host is connected to every other host on the network. Reliability of this
topology is greatly increased over other topologies because if even one segment or connection from a host to
another host is down or inoperable, another path should be available for data to travel. However, even though
a full-mesh topology is highly reliable, it is very difficult and expensive to implement, especially on networks
that have many hosts. Thus, a full-mesh topology might be suitable for a small network environment, but

it would be more costly and difficult to maintain as the network grew in physical size as well as number of
nodes on the network.
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Partial-Mesh Topology

Partial-Mesh Topology

Unlike a full-mesh topology, in a partial-mesh topology, each host does not connect to all other hosts on
the network. Instead, in a partial-mesh topology, each host connects to only some of the other hosts, which

reduces full redundancy yet maintains some failsafe reliability. Using a partial-mesh topology can reduce the

maintenance and cost of cabling while still providing additional paths for traffic to flow in the event that one
path becomes unavailable.
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Physical vs. Logical Topologies

* Physical — Based on actual arrangement
of devices and cables, or hardware-
structured

» Logical — Based on the actual path of data
flow, or protocol-structured

The physical topology of a network does not
necessarily have to match the logical
topology.

Physical vs. Logical Topologies

The physical topology refers to the hardware structure of the network and how the devices and cables are
physically arranged. For example, a physical star topology consists of a central device, such as a hub or a
switch, to which all other devices are physically connected. A physical ring topology consists of devices that
are connected together in a ring; each device is connected to two other devices. In a bus topology, devices are
physically connected in a bus layout.

The logical topology refers to the path the data follows as it moves around the network, without regard to how
the hardware is physically configured. For example, data in a physical star topology could flow across the
network in a ring network. In such a scenario, the logical topology would be that of a ring network, whereas
the physical topology would be a star network. It is also possible for the physical and logical topologies to be
the same, such as when data travels linearly from each computer in a physical bus topology.
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Network Devices

Network Devices

In this section, we will discuss the basic network devices: hubs, bridges, switches, routers, servers, hosts, and

printers.

© 2012 Boson Software, LLC
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Hubs

Hubs

A hub is a multiport physical repeater that is used primarily to connect end-user workstations. An incoming
frame received on any hub port is simply rebroadcast out all the other ports except the port on which the
frame was received. Hubs are inexpensive devices that do not create separate broadcast or collision domains.

A collision domain is a network segment where collisions can occur when frames are sent among the
devices on that network segment. For example, if four computers are connected to a hub, all four devices
share the same bandwidth and each device can use only a portion of the total available bandwidth; therefore,
collisions can occur when frames are sent simultaneously by multiple computers attached to the hub. A hub
does not make any forwarding decisions based on Media Access Control (MAC) address or IP address.
When connected to a hub, Ethernet devices must rely on collision detection and retransmission to recover
from errors that occur when two devices attempt to transmit a frame at the same time. Collision detection
can function only when the devices do not attempt to transmit and receive at the same time; thus, hubs are
restricted to half-duplex mode. Devices connected to hubs cannot transmit and receive at the same time and
therefore must also operate in half-duplex mode.
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Bridges

Bridges

Like a hub, a network bridge is a device to which endpoint devices can be connected. A bridge uses the MAC
addresses of data recipients to deliver frames. Bridges maintain a forwarding database in which the MAC
addresses of the attached hosts are stored. When a packet is received by a bridge, the sender’s MAC address
is recorded in the forwarding database, if it is not already there. If the recipient’s address is also stored in the
forwarding database, the packet will be sent directly to the recipient. However, if the recipient’s MAC address
is not in the forwarding database, the packet will be broadcast out all the ports with the exception of the port
the packet arrived on. Each host will receive the packet and then use the MAC address to determine whether
or not the data was intended for that host; if not, the host will discard the packet. When the intended recipient
responds to the packet, the bridge will send the reply directly to the original sender because the original
sender’s MAC address is already stored in the forwarding database.

Similar to switches, bridges can be used to increase the number of collision domains. Each port on a bridge

creates a separate collision domain. However, bridges do not create separate broadcast domains; all devices
connected to a bridge will reside in the same broadcast domain.
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Switches

Switches

Like bridges, switches can be used to provide network connectivity to endpoint devices. Switches also
function similarly to bridges. A switch uses information in the data packet headers to forward packets to
the correct ports. This results in fewer collisions, improved traffic flow, and faster performance. Switches
essentially break a large network into smaller networks. Switches perform microsegmentation of collision
domains, which creates a separate, dedicated network segment for each switch port.

Switches use physical addresses, such as MAC addresses, to carry out their primary responsibility of
switching frames. When a switch receives a frame, the switch adds the source MAC address to the switching
table, if the address does not already exist, so that the switch knows to which port to send frames that are
destined for that address. Then the switch will check the switching table to see if the destination MAC
address is listed. If so, the switch will direct the frame to the appropriate port. If the destination address is not
listed, the switch will broadcast the frame out all ports except the port from which the frame was received.

If four computers are connected to a switch, each computer will reside in its own collision domain, so all four
computers can send data to the switch simultaneously. However, because switches forward broadcasts, all
devices connected to a switch will reside within a single broadcast domain unless virtual LANs (VLANS) are
used to separate the broadcast domains.
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Routers

Routers

A router is used to forward packets between computer networks. Unlike switches, which create separate
collision domains, routers create separate broadcast domains. Devices that are connected to a router reside in
a separate broadcast domain. A broadcast that is sent on one network segment attached to the router will not
be forwarded to any other network segments attached to the router.

A router makes path decisions based on logical addresses, such as IP addresses. Routers store IP address
information in a routing table. When a router receives a packet, it will forward the packet to the destination
network based on information in the routing table. If a router receives a packet that is destined for a remote
network that is not listed in the routing table, and neither a static default route nor a gateway of last resort has
been configured, then the packet is dropped and an Internet Control Message Protocol (ICMP) Destination
Unreachable error message is sent to the interface from which the packet was received.
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Servers

Servers

There are many different types of network servers and various functions associated with them. A server

can be either a specific piece of hardware or a software program and is typically set up to provide specific
services to a group of other computers on a network. Servers provide a centralized way to control, manage,
and distribute a variety of technologies, such as simple data files, applications, security policies, and network
addresses. Some examples of servers include the following:

» File servers — You can configure a file server to allow users to access shared files or folders stored on
the server. File servers are used as a central storage location of shared files and folders.

* Domain servers — You can configure a domain server to manage the resources that are available on
the domain. For example, you can use a domain server to configure access and security policies for
users on a network.

* Print servers — A print server is typically set up to provide access to a limited number of printers to
many computer users, rather than requiring a local printer to be installed at each computer.

*  DHCEP servers — You could use a Dynamic Host Configuration Protocol (DHCP) server to
automatically provide IP addresses to client computers. When a DHCP server is configured on the
network, client computers can connect to the server and automatically obtain an IP address, rather
than requiring an administrator to manually configure an IP address on each computer.

*  Web servers — You could use a Web server to allow customers to access your company’s Web site.
Web servers typically contain content that is viewable in a Web browser, such as Internet Explorer.
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* Proxy servers — A proxy server works as an intermediary between a Web browser and the Internet.
When a computer on the internal network attempts to connect to the Internet, the computer first
connects to the proxy server. Then the proxy server performs one of the following actions: the server
forwards the traffic to the Internet, the server blocks the traffic, or the server returns a cached version
of the requested Web page to the computer.
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Hosts
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Hosts

The hosts on a network are the individual computing devices that access the services available on the
network. A host could be a personal computer (PC), a personal digital assistant (PDA), a laptop, or even a
thin client or a terminal. The hosts act as the user interface, or the endpoint at which the user can access the

data or other devices that are available on a network.

24
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Printers

Printers

A printer is a type of software called a driver that is used to communicate with a print device. Local print
devices are connected to a computer’s parallel, universal serial bus (USB), or FireWire ports. Network
printers are typically installed in central locations and are accessed by several users through the services of a

print server.
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Physical Media

» Copper cables
* Fiber-optic cables
* RF

Physical Media

In this section, we will cover basic physical media used in networks: copper cables, fiber-optic cables, and

radio frequency (RF).

26
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Copper Cables

Copper Cables

Copper is a soft metal that is an excellent conductor of both heat and electricity. Copper wires are used to
transmit data as electrical signals. For example, Ethernet, Token Ring, and Copper Distributed Data Interface
(CDDI) networks all use copper cabling to transmit data. Most modern Ethernet networks use copper UTP
cables because they are inexpensive, are easy to install, and typically support network speeds of up to 1
Gbps. UTP cable segments should be no more than 100 meters in length.

UTP cables are segregated into different category ratings. A minimum rating of Category 3 is required to
achieve a data transmission rate of up to 10 Mbps, which is also known as 10BaseT Ethernet. A minimum of
Category 5 is required to achieve data rates of 100 Mbps, which is also known as Fast Ethernet or 100BaseTX
Ethernet, or 1 Gbps, which is also known as Gigabit Ethernet or 1000BaseT Ethernet.

In the past, coaxial cables, which are another kind of copper cable, were used to connect devices together.

Coaxial cables support longer segment runs than UTP cables. However, because of the low cost and high
speeds of UTP cables, most modern Ethernet networks no longer use coaxial cables.
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Connecting UTP with RJ-45

L . 123456738
+ Connectors contain eight pins EEEE—

* Pins are numbered from left to
right as you view the face of
the connector, which is the side
opposite of the clip

* Pins 1 and 2 are transmit pins
for Ethernet and Fast Ethernet
connections

* Pins 3 and 6 are receive pins
for Ethernet and Fast Ethernet
connections

* Gigabit Ethernet uses all eight
pins and cable wires

Connecting UTP with RJ-45

UTP cables contain four pairs of color-coded wires: white/green and green, white/blue and blue, white/orange
and orange, and white/brown and brown. The eight total wires must be crimped into the eight pins within an
RJ-45 connector, which is a connector that resembles an oversized telephone cable connector. The pins in the
RJ-45 connector are arranged in order from left to right if you are viewing the face of the connector and have
the connector positioned so that the row of pins is at the top.

In a typical Ethernet or Fast Ethernet cabling scheme, the wires that are connected to Pin 1 and Pin 2 transmit

data and the wires that are connected to Pin 3 and Pin 6 receive data. By contrast, Gigabit Ethernet transmits
and receives data on all four pairs of wires.
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* Wires connect to

standards
* The transmit and

T568A standard

T568B standard

pins based on one
of two color-coded

receive wires in the

are inverse in the

TX+ TX- RX+

Connecting UTP with RJ-45
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TX+ TX- RX+
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6 7 8

1 2 3 45

RX-
6 7 8

17568B

There are two different Telecommunications Industry Association (TIA) wire termination standards for an
RJ-45 Ethernet connector: TS68A and T568B. The T568A standard is compatible with Integrated Services
Digital Network (ISDN) cabling standards. However, the T568B standard is compatible with a standard

established by AT&T.

The difference between the two standards is
that the wires used for transmit and receive in
one standard are inverse in the other.

The T568A standard uses the white/green and
green wires for Pins 1 and 2, respectively, and
uses the white/orange and orange wires for Pins
3 and 6, respectively. Therefore, the TS68A
standard transmits over the white/green and
green wires and receives over the white/orange
and orange wires.

The T568B standard uses the white/orange and
orange wires for Pins 1 and 2, respectively and
uses the white/green and green wires for Pins

3 and 6, respectively. Therefore, the T568B
standard transmits over white/orange and
orange and receives over white/green and green.

The white/blue and blue and white/brown and

brown wires are typically connected to the
same pin regardless of which standard you use.
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Understanding Straight-through and
Crossover Cables

+ Crossover cables use a — -
different pinout standard @ -
at each end
— Connect similar

devices with a

crossover cable Py ’ P——"

» Straight-through cable
pinouts match at each
end

— Connect dissimilar @
devices with a

straight-through cable

Understanding Straight-through and Crossover Cables

There are times when you should use the T568A-standard pinout on one side of a UTP Ethernet cable and
the T568B-standard pinout on the other side of the cable. A cable that uses an inverse standard at each end is
called a crossover cable. A crossover cable should be used to connect two workstations, two switches, or two
routers together over the same Ethernet cable. By contrast, dissimilar devices, such as a router and a switch,
or a switch and a workstation, must be connected with a straight-through cable. A straight-through cable uses
the same pinout standard at each end.

If two dissimilar networking devices are connected with a straight-through Ethernet cable, the transmit

pair on one device is connected to the receive pair on the other device. However, if two similar networking
devices are connected with a straight-through Ethernet cable, the transmit pins on one device are connected
to the transmit pins on the other device, and the devices will not be able to communicate. When you are
troubleshooting network connectivity problems, a basic first approach is to verify that the cable that connects
the two devices is the correct type and then reseat all cable connectors.

Because Gigabit Ethernet uses all eight wires of a UTP cable, the crossover pinout for a cable that is to be
used over a Gigabit Ethernet connection is slightly more complex than an inverse T568-standard pinout. In
addition to inverting the T586-standard transmit and receive wires, the white/blue and blue wires on one end
of the cable should be inverse to the white/brown and brown wires on the other end of the cable.
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Fiber-Optic Cables

Unlike copper cables, which transmit data as electrical signals, fiber-optic cables transmit data as pulses of
light; in addition, fiber-optic cables are not susceptible to electromagnetic interference (EMI). Therefore,
implementing fiber-optic cabling can be useful in buildings that contain sources of electrical or magnetic
interference. Fiber-optic cables are also useful for connecting buildings that are electrically incompatible.

Because fiber-optic cables support greater bandwidth and longer segment distances than UTP cables, fiber-
optic cables are commonly used for network backbones and for high-speed data transfer. However, Cisco
switches and Cisco routers do not require fiber-optic cable connections in order to communicate with each
other. Although fiber-optic cables are useful in situations where there are problems or incompatibilities
related to electrical issues, fiber-optic cables typically cost more than copper UTP, shielded twisted-pair
(STP), or coaxial cables.
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Radio Frequency

Radio Frequency

Radio frequency (RF) is an electrical signal that is sent over the air. RF signals are typically received by
radio antennas and can be used to transmit video, audio, and data. Wireless LANs (WLANSs) typically use
RF signals to transmit data between devices. In WLANS, hosts connect to access points (APs), which provide
the hosts with access to the rest of the network.

RF networks are susceptible to electrical interference. Electrical devices in your office building could cause
interference to occur. Wireless devices that are close to the source of the interference could experience a
disruption in wireless connectivity. Sources of interference can include microwave ovens, cordless phones,
and high-power electric lines. Metal shelves, cabinets, and machinery can also block a wireless signal. To
ensure that the devices on your network do not lose connectivity due to interference or signal blockage, you
should install multiple APs on the network.
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Review Question 1

Which of the following network types is
typically used to share data among
devices that are in close physical
proximity?

A. LAN

B. MAN

C. PAN

D. WAN
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Review Question 1

Which of the following network types is
typically used to share data among

devices that are in close physical
proximity?

C. PAN

A personal area network (PAN) can be used to connect and share data among devices that are located within
a very close proximity of each other. For example, a personal computer, a telephone, a printer, and a wireless
headset might all be a part of a home office setup using a PAN.

34
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Review Question 2

Which of the following network topologies
offers the most redundancy?

A. star

B. extended star
C. full-mesh

D. dual ring
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Review Question 2

Which of the following network topologies
offers the most redundancy?

C. full-mesh

A full-mesh topology is a very reliable network topology because of the redundancy built into it. For example,
in a full-mesh network topology, each host is connected to every other host on the network. Reliability of this
topology is greatly increased over other topologies because if even one segment or connection from a host to
another host is down or inoperable, another path should be available for data to travel.
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