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Overview

Computer networks are used for a variety of reasons to facilitate many different objectives, from simple home 
networks consisting of just a few computers to corporate networks consisting of thousands of computers. 
When more than one computing device is connected in a way that allows for the sharing of information 
and hardware, a network is formed. This module covers the fundamentals of networking, discusses some of 
the characteristics and equipment involved in creating networks, highlights the different types of network 
topology architectures, and discusses the interface types that are used to connect network devices.

Objectives

After completing this module, you should have the basic knowledge required to complete all of the following 
tasks:

•	 Understand the Open Systems Interconnection (OSI) model.
•	 Understand the differences between network components.
•	 Understand network topology architectures.
•	 Understand the advantages and drawbacks between on-premises and cloud-based topologies.
•	 Understand, configure, and troubleshoot interfaces and cabling.
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The OSI Model

The OSI model is used to divide data communications into seven distinct layers:

•	 Layer 7 – Application layer
•	 Layer 6 – Presentation layer
•	 Layer 5 – Session layer
•	 Layer 4 – Transport layer
•	 Layer 3 – Network layer
•	 Layer 2 – Data Link layer
•	 Layer 1 – Physical layer

Technologies operating at each layer of the OSI model pass relevant information to technologies operating 
at adjacent layers. When information is passed down the OSI layers, each layer encapsulates the information 
with its own formatting and passes it to the next-lower layer; eventually, the information is transmitted as bits 
at the Physical layer. When information is passed up the OSI layers, each layer removes its formatting, or de-
encapsulates the information, and organizes the information so that it can be interpreted by the next-higher 
layer. The protocol data unit (PDU), or what the information is called at each layer, changes as it moves 
through the layers.

The functions that are handled at each layer of the OSI model are standardized so that hardware components, 
applications, and protocols can be designed to interoperate easily. Troubleshooting is also simplified because 
of how data is handled at each layer of the OSI model.
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Application Layer

When an application wants to transfer data, the Application layer, Layer 7 of the OSI model, determines 
whether adequate resources exist for communication. If adequate resources exist, the Application layer will 
manage communication between applications and then direct data to the correct program. The Application 
layer is responsible for converting data into a format that is usable by applications and directing the data to 
the proper application window. If multiple instances of the application exist, such as multiple File Transfer 
Protocol (FTP) clients or multiple web browsers, the Application layer will ensure that the data is delivered to 
the appropriate application instance. 

When the payload is passed down through the Application layer, it is encapsulated and the Layer 7 header is 
added before the payload is forwarded to the Presentation layer. When the payload is passed up to the network 
application from the Presentation layer, the Layer 7 header is removed before the payload is delivered. 

Protocols used by the Application layer include the following:

•	 Hypertext Transfer Protocol (HTTP) is used to transfer webpages over the Internet.
•	 File Transfer Protocol (FTP) is used to transfer files over a network.
•	 Trivial File Transfer Protocol (TFTP) is used to transfer files over a network.
•	 Dynamic Host Configuration Protocol (DHCP) is used to assign Internet Protocol (IP) addressing 

information to clients.
•	 Domain Name System (DNS) is used to translate host names to IP addresses.
•	 Simple Mail Transfer Protocol (SMTP) is used to send email messages.
•	 Post Office Protocol 3 (POP3) is used to receive email messages.
•	 Telnet is used to create a terminal connection to remote devices.
•	 Secure Shell (SSH) is used to create a secure remote terminal connection to a networked device.
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Presentation Layer

The Presentation layer, Layer 6 of the OSI model, is responsible for converting and representing the payload 
in different formats, including data-based, character-based, image-based, audio-based, and video-based 
presentation formats. Compression and encryption are often handled by the Presentation layer. When the 
payload is passed down through the Presentation layer, it is encapsulated and the Layer 6 header is added 
before the payload is forwarded to the Session layer. When the payload is passed up to the Application layer 
from the Presentation layer, the Layer 6 header is removed before the payload is delivered.

Formats used by the Presentation layer include the following:

•	 Graphics Interchange Format (GIF)
•	 Joint Photographic Experts Group (JPEG)
•	 Motion Picture Experts Group (MPEG)
•	 QuickTime
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Session Layer

The Session layer, Layer 5 of the OSI model, is responsible for establishing, maintaining, and terminating 
data communications between applications or devices. A session is made up of requests and responses; the 
Session layer identifies the data as belonging to a particular session that has been established between two 
parties and ensures that these requests and responses are sent back and forth between the two parties.

When the payload is passed down through the Session layer, it is encapsulated and the Layer 5 header 
is added before the payload is forwarded to the Transport layer. When the payload is passed up to the 
Presentation layer from the Session layer, the Layer 5 header is removed before the payload is delivered.

Protocols that operate at the Session layer include the following:

•	 Password Authentication Protocol (PAP) is an authentication method that uses a simple user name 
and password pair for authentication.

•	 Remote Procedure Call (RPC) allows a client to initiate a process that is executed on a remote 
server.
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Transport Layer

The Transport layer, Layer 4 of the OSI model, is responsible for the error-free delivery of information 
between devices. In addition, the Transport layer is responsible for flow control and sequencing.

When the payload is passed down through the Transport layer, it is encapsulated and the Layer 4 header is 
added before the payload is forwarded to the Network layer. Information that is traversing the Transport layer 
is called a segment. When the payload is passed up to the Session layer from the Transport layer, the Layer 4 
header is removed before the payload is delivered.

Protocols that operate at the Transport layer include the following:

•	 User Datagram Protocol (UDP) provides connectionless, unreliable data transfer between networked 
computers.

•	 Transmission Control Protocol (TCP) provides connection-oriented, reliable data transfer between 
networked computers.
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Network Layer

The Network layer, Layer 3 of the OSI model, is responsible for logical addressing and routing on a network. 
Logical addressing methods include those defined by IP version 4 (IPv4) and IP version 6 (IPv6).

When the payload is passed down through the Network layer, it is encapsulated and the Layer 3 header is 
added before the payload is forwarded to the Data Link layer. Information that is traversing the Network layer 
is called a packet. When the payload is passed up to the Transport layer from the Network layer, the Layer 3 
header is removed before the payload is delivered.

Examples of protocols that are used at this layer include the following:

•	 IP version 4 (IPv4) is used to uniquely identify devices on a network.
•	 IP version 6 (IPv6) is used to uniquely identify devices on a network.
•	 Open Shortest Path First (OSPF) is a link-state routing protocol.
•	 Enhanced Interior Gateway Routing Protocol (EIGRP) is a Cisco-created hybrid routing protocol.
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Data Link Layer

The Data Link layer, Layer 2 of the OSI model, defines how devices communicate over a network and is 
responsible for managing physical addressing and switching on a network. For example, physical addresses, 
which are also known as Media Access Control (MAC) addresses, are handled by the Data Link layer. 

When the payload is passed down through the Data Link layer, it is encapsulated and the Layer 2 header is 
added before the payload is forwarded to the Physical layer. Information that is traversing the Data Link layer 
is called a frame. When the payload is passed up to the Network layer from the Data Link layer, the Layer 2 
header is removed before the payload is delivered. 

Data Link layer devices include switches and bridges. Switching is handled at the Data Link layer because 
switches use physical addresses to forward packets to the correct port. 

Protocols that operate at the Data Link layer include the following:

•	 Ethernet, which can operate at Layer 1 and Layer 2
•	 Frame Relay
•	 Point-to-Point Protocol (PPP)
•	 Cisco Discovery Protocol (CDP)

Like Ethernet, some portions of the 802.11 wireless standard function at the Data Link layer and some 
portions function at the Physical layer. 
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Physical Layer

The Physical layer, or Layer 1, of the OSI model defines how bits are passed over a medium. Bits can be 
passed electrically, mechanically, optically, or by radio signals. Media can include coaxial cable, twisted-pair 
copper cable, and fiber-optic cable. The Physical layer also includes the connectors used to connect the cables 
to the devices that operate at this layer. 

The Physical layer passes bits between the Data Link layer and physical devices on a network. Examples of 
devices that operate at this layer are network interface cards (NICs), hubs, and repeaters. The devices that 
operate at the Physical layer receive and forward bits to other devices without making any path determination 
about the bits. That is, these devices simply forward the bits to the next hop in the network. 

Protocols that operate at the Physical layer include the following:

•	 Ethernet
•	 Universal serial bus (USB)
•	 Asynchronous Digital Subscriber Line (ADSL)
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Network Devices

This section covers several different network devices: hubs, bridges, switches, routers, endpoints, firewalls, 
Intrusion Prevention System (IPS) devices, wireless access points (WAPs), and controllers. 
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Hubs

A hub is a multiport physical repeater that is used primarily to connect end-user workstations. An incoming 
frame received on any hub port is simply rebroadcast out all the other ports except the port on which the 
frame was received. Hubs are inexpensive devices that do not create separate broadcast or collision domains.

A collision domain is a network segment where collisions can occur when frames are sent among the devices 
on that network segment. For example, if four computers are connected to a hub, all four devices will share 
the same bandwidth and each device can use only a portion of the total available bandwidth; therefore, 
collisions can occur when frames are sent simultaneously by multiple computers attached to the hub. A hub 
does not make any forwarding decisions based on MAC address or IP address.

When connected to a hub, Ethernet devices rely on Carrier Sense Multiple Access with Collision Detection 
(CSMA/CD) to mitigate collisions. With CSMA/CD, a transmitting device listens to the network segment 
before it attempts to send data. If no transmissions are detected, the transmitting device will send its data and 
then listen to determine whether a collision occurs. If a collision is detected, each of the transmitting devices 
involved in the collision will wait a random period of time before attempting to retransmit its data. Collision 
detection can function only when the devices do not attempt to transmit and receive at the same time; thus 
hubs are restricted to half-duplex mode. Devices connected to hubs cannot transmit and receive at the same 
time and therefore must also operate in half-duplex mode. 
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Bridges

Like a hub, a network bridge is a device to which endpoint devices can be connected. A bridge uses the MAC 
addresses of data recipients to deliver frames. Bridges maintain a forwarding database in which the MAC 
addresses of the attached hosts are stored. When a packet is received by a bridge, the sender’s MAC address 
is recorded in the forwarding database, if it is not already there. If the recipient’s address is also stored in the 
forwarding database, the packet will be sent directly to the recipient. However, if the recipient’s MAC address 
is not in the forwarding database, the packet will be broadcast out all the ports with the exception of the port 
the packet arrived on. Each host will receive the packet and then use the MAC address to determine whether 
or not the data was intended for that host; if not, the host will discard the packet. When the intended recipient 
responds to the packet, the bridge will send the reply directly to the original sender because the original 
sender’s MAC address is already stored in the forwarding database. 

Bridges can be used to increase the number of collision domains. Each port on a bridge creates a separate 
collision domain. However, bridges do not create separate broadcast domains; all devices connected to a 
bridge will reside in the same broadcast domain.
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Switches

Like bridges, switches can be used to provide network connectivity to endpoint devices. Switches can operate 
at Layer 2 or Layer 3. Layer 2 switches function similarly to bridges, whereas Layer 3 switches add routing 
functionality.

A switch uses information in the data packet headers to forward packets to the correct ports. This results in 
fewer collisions, improved traffic flow, and faster performance. Switches essentially break a large network 
into smaller networks. Switches perform microsegmentation of collision domains, which creates a separate, 
dedicated network segment for each switch port. 

Layer 2 switches use physical addresses, known as MAC addresses, to carry out their primary responsibility 
of switching frames. Switches store known MAC addresses in a special area of memory known as the 
Content Addressable Memory (CAM) table or switching table, which is discussed in greater detail in The 
Cam Table section of Module 5: Switching and Network Access. The switching table associates MAC 
addresses with the physical interface through which those addresses can be reached. MAC addresses are 
dynamically learned as the switch forwards traffic between Ethernet devices. For example, when a switch 
receives a frame, the switch adds the source MAC address to the switching table, if the address does not 
already exist, so that the switch knows to which port to send future frames that are destined for that MAC 
address. Then the switch will check the switching table to see if the destination MAC address in the received 
frame is listed. If so, the switch will direct the frame to the appropriate port. If the destination MAC address 
is not listed, the switch will broadcast the frame out all ports except the port from which the frame was 
received.

If four computers are connected to a switch, each computer will reside in its own collision domain, so all four 
computers can send data to the switch simultaneously. However, because switches forward broadcasts, all 
devices connected to a Layer 2 switch will reside within a single broadcast domain. Layer 3 switches can use 
virtual local area networks (VLANs) to separate the broadcast domains.
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Routers

A router is used to forward packets between computer networks. Unlike switches, which create separate 
collision domains, routers create separate broadcast domains. Devices that are connected to a router reside in 
a separate broadcast domain. A broadcast that is sent on one network segment attached to the router will not 
be forwarded to any other network segments attached to the router. Layer 3 switches share many features and 
capabilities with dedicated routers; therefore, in this module and throughout the rest of the curriculum, the 
general term router refers to any device capable of processing packets at Layer 3.

A router makes path decisions based on logical addresses, such as IP addresses. Routers store IP address 
information in a routing table. The routing table is stored in a special section of memory known as a 
Ternary CAM (TCAM) table, which is discussed in greater detail in The TCAM Table section of Module 
5: Switching and Network Access. Like the CAM table on a Layer 2 switch, a TCAM table is used to 
provide wire speed access to data for queries. However, unlike the CAM table, which can provide only exact, 
binary matches for queries, a TCAM table can provide a nonexact match for a particular query. Routers can 
implement multiple TCAM tables, and these tables are commonly used to facilitate the implementation of 
access control list (ACL) rules, Quality of Service (QoS) policies, and other Layer 3 operations that rely on 
table queries, such as routing table lookups.

When a router receives a packet, it will forward the packet to the destination network based on information 
in the routing table. If a router receives a packet that is destined for a remote network that is not listed in 
the routing table and neither a static default route nor a gateway of last resort has been configured, then the 
packet will be dropped and an Internet Control Message Protocol (ICMP) Destination Unreachable error 
message will be sent to the interface from which the packet was received.
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Servers

There are many different types of network servers and various functions associated with them. A server 
can be either a specific piece of hardware or a software program and is typically set up to provide specific 
services to a group of other computers on a network. Servers provide a centralized way to control, manage, 
and distribute a variety of technologies, such as simple data files, applications, security policies, and network 
addresses. Some examples of servers include the following:

•	 File servers – You can configure a file server to allow users to access shared files or folders stored on 
the server. File servers are used as a central storage location of shared files and folders. 

•	 Domain servers – You can configure a domain server to manage the resources that are available on 
the domain. For example, you can use a domain server to configure access and security policies for 
users on a network. 

•	 Print servers – You can set up a print server to provide access to a limited number of printers to 
many computer users, rather than requiring a local printer to be installed at each computer.

•	 DHCP servers – You could use a DHCP server to automatically provide IP addresses to client 
computers. When a DHCP server is configured on the network, client computers can connect to the 
server and automatically obtain an IP address, rather than requiring an administrator to manually 
configure an IP address on each computer. 

•	 Web servers – You could use a web server to allow customers to access your company’s website. Web 
servers typically contain content that is viewable in a web browser, such as Internet Explorer. 

•	 Proxy servers – You can configure a proxy server as an intermediary between a web browser and the 
Internet. When a computer on the internal network attempts to connect to the Internet, the computer 
first connects to the proxy server. Then the proxy server performs one of the following actions: the 
server forwards the traffic to the Internet, the server blocks the traffic, or the server returns a cached 
version of the requested webpage to the computer. 
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Endpoints

Endpoints, or hosts, are the individual computing devices that access the services available on the network. 
An endpoint could be a personal computer (PC), a personal digital assistant (PDA), a laptop, or even a thin 
client or a terminal. The endpoints act as the user interface at which the user can access the data or other 
devices that are available on a network.
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Next-Generation Firewalls and IPS Devices

A firewall is a device that filters packets inbound from untrusted networks. Typically, a firewall filters packets 
without analysis. Cisco Adaptive Security Appliances (ASAs) are next-generation, multifunction appliances 
that can provide firewall, virtual private network (VPN), intrusion prevention, and content security services.

An IPS is a device that detects and can automatically mitigate network intrusion attempts. An IPS can 
determine whether a given packet might be malicious and, depending on the results of its tests, take various 
actions to mitigate the threat.
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WAPs

A WAP is a device that enables wireless clients to connect to a wireless LAN (WLAN) by using radio 
frequency (RF) communication. WAPs are available in single-band or dual-band form. WAPs that are 
designed for modern versions of the Institute of Electrical and Electronics Engineers (IEEE) 802.11 standard 
are typically dual-band WAPs. One band operates at the 2.4-gigahertz (GHz) frequency while the other 
operates at the 5-GHz frequency.
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Controllers

Controllers manage other network devices. Examples of controllers include the Cisco DNA Controller and 
wireless LAN controllers (WLCs).

Cisco DNA is a software-centric network architecture that uses a combination of Application Programming 
Interfaces (APIs) and a graphical user interface (GUI) to simplify network operations. The Cisco DNA 
controller, which is similar to a Software-Defined Networking (SDN) controller, is the central component of a 
Cisco Software-Defined Access (SDA) network. Cisco SDA is a Cisco-developed means of building local area 
networks (LANs) by using policies and automation.

Whereas autonomous WLANs require that each access point (AP) handle both traffic and management 
functions, Cisco Unified Wireless Networks use WLCs to centralize security configurations among APs and 
to provide mobility services at both Layer 2 and Layer 3 of the OSI model. WLCs provide user authentication, 
RF management, security and policy enforcement, and QoS to lightweight APs (LAPs).

A LAP requires a WLC in order to function. If the WLC becomes unavailable, the LAP will reboot and 
drop all client associations until the WLC becomes available or until another WLC is found on the network. 
A LAP communicates over Lightweight Access Point Protocol (LWAPP) to establish two tunnels to its 
associated WLC: one tunnel for data and one tunnel for control traffic. Traffic sent through the data tunnel is 
not encrypted, but traffic sent through the control tunnel is encrypted.



39© 2020 Boson Software, LLC

CCNA Module 1: Network Fundamentals

Cisco Three-Tier Network Design Model

The three-tier network design model is a Cisco hierarchical model that divides a network into three distinct 
components:

•	 Core layer
•	 Distribution layer
•	 Access layer

Dividing a network design into the layers above simplifies the scalability and troubleshooting of a network.
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Core Layer

The core layer typically provides the fastest switching path in the network. As the network backbone, the core 
layer is primarily associated with low latency and high reliability.
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Distribution Layer

The distribution layer, which is sometimes referred to as the aggregation layer, provides route filtering and 
interVLAN routing. Management ACLs and IPS filtering are typically implemented at the distribution layer. 
The distribution layer serves as an aggregation point for access layer network links. Because the distribution 
layer is the intermediary between the access layer and the core layer, the distribution layer is the ideal 
place to enforce security policies and to perform tasks that involve packet manipulation, such as routing. 
Summarization and next-hop redundancy are also performed in the distribution layer.
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Access Layer

The access layer provides Network Admission Control (NAC). NAC is a Cisco feature that prevents hosts 
from accessing the network if they do not comply with organizational requirements, such as an updated 
antivirus definition file. NAC Profiler automates NAC by automatically discovering and inventorying devices 
attached to the LAN.

The access layer serves as a media termination point for servers and endpoints. Because access layer devices 
provide access to the network, the access layer is the ideal place to perform user authentication and port 
security.

Traditionally the access layer consists of OSI Layer 2 switches only; when a packet must be routed to a 
separate network, the packet must first be sent to a Layer 3 device in the distribution layer before it can be 
routed to the correct destination. However, some designs employ Layer 3 switches in the access layer, which 
in effect moves the demarcation between Layer 2 and Layer 3 switching to the access layer.
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Cisco Two-Tier Network Design Model

The two-tier network design model is sometimes called the collapsed-core network design model. In the 
two-tier network design model, the functionality of the core layer is collapsed into the distribution layer. The 
functionality of the core layer is provided by the distribution layer and a distinct core layer does not exist. 
However, the distribution layer infrastructure must be sufficient to meet the design requirements.
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Spine-Leaf Topology

Spine-leaf topologies are generally seen in data centers. A spine-leaf topology is a two-tier, partial-mesh 
network architecture in which every lower-tier leaf switch connects to every top-tier spine switch. However, 
the leafs and spines are not connected to one another.

Spine switches connect to the network backbone. If link oversubscription occurs, a new spine switch can 
be added and connections to every leaf switch can be established. Leaf switches connect to nodes, such as 
servers. When port capacity becomes a problem with the addition of new servers, a new leaf can be added 
and connections to every spine switch can be established.

Because a spine node has a connection to every leaf node, the scalability of the fabric is limited by the 
number of ports on the spine node, not by the number of ports on the leaf node. In addition, redundant 
connections between a spine and leaf pair are unnecessary because the nature of the topology ensures that 
each leaf has multiple connections to the network fabric. Therefore, each spine node requires only a single 
connection to each leaf node.

The spine and leaf nodes create a scalable network fabric that is optimized for east-west data transfer, which 
in a data center is typically traffic between an application server and its supporting data services, such as 
database or file servers. This topology enables nonlocal traffic to pass from any ingress leaf interface to any 
egress leaf interface through a single, dynamically selected spine node. Because every traffic flow must pass 
through no more than two network hops, throughput and latency become much more even and predictable.
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WAN Topologies

A wide area network (WAN) is a network that covers a large geographical area. Often, a WAN is spread 
across multiple cities or countries. The largest example of a WAN is the Internet.

Geographically dispersed LANs are typically connected together by a WAN. WAN connectivity is generally 
supplied by a service provider. Customers can connect LANs by tunneling traffic securely over the WAN, 
often by using a site-to-site VPN. The service provider’s routers and switches are invisible to the customer’s 
LAN. Therefore, a WAN is often represented on a topology diagram as a cloud.

Older WAN technologies include T1 and T3 leased lines, which provide point-to-point connectivity, and 
Frame Relay and Asynchronous Transfer Mode (ATM), which provide point-to-multipoint connectivity. 
Newer WAN technologies include Multiprotocol Label Switching (MPLS) and Metro Ethernet.
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SOHO Topologies

As telecommuting becomes more prevalent, small office/home office (SOHO) topologies are becoming 
commonplace. A SOHO topology is typically a small LAN or WLAN with one or more computers. The LAN 
or WLAN is connected to a service provider network, typically over satellite, Digital Subscriber Line (DSL), 
cable, and fiber to the Internet. Satellite and DSL are older and slower technologies, whereas cable and fiber 
are faster technologies.
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On-Premises and Cloud Deployments

On-premises deployments, which are also known as traditional deployments, involve the purchasing, 
configuration, and maintenance of the deployment at the local level. This means that an organization has 
full control over the network. For example, a company that deploys an on-premises badge access solution 
will have complete control of the system and its data. However, the company must pay for the hardware and 
software. In addition, the company must hire staff to maintain the deployment, thereby increasing costs.

A cloud deployment is owned and maintained by the cloud hosting provider, meaning the provider has 
control over both the hardware and software. A cloud deployment typically requires a monthly usage fee 
and therefore might have a lower up-front cost than an on-premises deployment. In addition, the customer 
does not have to hire, train, and employ technical staff to maintain the deployment. However, a cloud-based 
deployment is less likely to offer an organization more customization and control than an on-premises 
deployment.

Although cloud deployments can decrease operational costs, they can increase risks. When Internet service is 
interrupted, access to those resources is also interrupted. Also, a company’s confidential data might be stored 
on a third-party server for which the company does not have full administrative control; if security is not 
adequate, data breaches can occur.

The National Institute of Standards and Technology (NIST) defines three service models in its definition of 
cloud computing: Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service 
(IaaS). These service modules will be discussed in the following sections.
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SaaS

The SaaS model enables a consumer to access applications that are running in the cloud infrastructure but 
does not enable the consumer to manage the cloud infrastructure or to configure the provided applications. 
Of the three models, SaaS exposes the least amount of the consumer’s network to the cloud and is the least 
likely to require changes to the consumer’s network design. A company uses SaaS when it licenses a service 
provider’s office suite and email service and delivers it to end users through a web browser. SaaS providers 
use an Internet-enabled licensing function, a streaming service, or a web application to provide end users 
with software that might otherwise be installed and activated locally. Web-based email clients are examples 
of SaaS. Other examples include Microsoft Office 365, Google Drive, and iCloud, all of which enable the user 
to create or manipulate data by using the provider’s tools.
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PaaS

The PaaS model provides a consumer with a bit more freedom than the SaaS model by enabling the consumer 
to install and possibly configure provider-supported applications in the cloud infrastructure. A company that 
uses a provider’s development tools or API to deploy specific cloud-based applications or services is using 
PaaS. For example, by using the PaaS model, an organization could use a third party’s MySQL database and 
Apache services to build a cloud-based customer relationship management (CRM) platform.
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IaaS

The IaaS model provides the greatest degree of freedom by enabling a consumer to provision processing, 
memory, storage, and network resources within the cloud infrastructure. IaaS also enables a consumer to 
install operating systems (OSs) and applications. However, with IaaS, the cloud infrastructure remains under 
the control of the service provider. A company uses IaaS when it hires a service provider to deliver cloud-
based processing and storage that will house multiple physical or virtual hosts that can be configured in a 
variety of ways.

For example, suppose a company wants to establish a web server farm by configuring multiple Linux Apache 
MySQL PHP (LAMP) servers. The company could save hardware costs by virtualizing the farm and using 
a provider’s cloud service to deliver the physical infrastructure and bandwidth for the virtual farm. Control 
over the OS, software, and server configuration would remain the responsibility of the organization, whereas 
the physical infrastructure and bandwidth would be the responsibility of the service provider. Another 
example of IaaS is using a third party’s infrastructure to host corporate DNS and DHCP servers.
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Interfaces and Cabling

Cisco routers support a wide variety of physical interfaces. Because the needs of network implementations 
vary from design to design, Cisco offers both fixed-configuration routers and modular routers. Fixed-
configuration routers have a limited number of integrated interfaces and do not support the addition or 
replacement of interfaces. This style of router is well suited for SOHO implementations, which typically do 
not require very many interfaces and do not tend to experience considerable changes to their infrastructure. 
Cisco’s modular routers generally come with a small number of integrated LAN interfaces, but they also offer 
expansion slots that can support additional types and numbers of interfaces.

This section covers Ethernet, serial, and fiber-optic cabling. In addition, this section covers Power over 
Ethernet (PoE) interfaces.
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Copper Cables

Copper is a soft metal that is an excellent conductor of both heat and electricity. Copper wires are used to 
transmit data as electrical signals. For example, Ethernet, Token Ring, and Copper Distributed Data Interface 
(CDDI) networks all use copper cabling to transmit data. Most modern Ethernet networks use copper 
unshielded twisted-pair (UTP) cables because they are inexpensive, are easy to install, and typically support 
network speeds of up to 1 Gbps. UTP cable segments should be no more than 100 meters in length.

UTP cables are segregated into different category ratings. A minimum rating of Category 3 is required to 
achieve a data transmission rate of up to 10 Mbps, which is also known as 10BaseT Ethernet. A minimum of 
Category 5 is required to achieve data rates of 100 Mbps, which is also known as Fast Ethernet or 100BaseTX 
Ethernet, or 1 Gbps, which is also known as Gigabit Ethernet or 1000BaseT Ethernet.

In the past, coaxial cables, which are another kind of copper cable, were used to connect devices together. 
Coaxial cables support longer segment runs than UTP cables. However, because of the low cost and high 
speeds of UTP cables, most modern Ethernet networks no longer use coaxial cables.
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Connecting UTP With RJ-45

UTP cables contain four pairs of color-coded wires: white/green and green, white/blue and blue, white/orange 
and orange, and white/brown and brown. The eight total wires must be crimped into the eight pins within an 
RJ-45 connector, which is a connector that resembles an oversized telephone cable connector. The pins in the 
RJ-45 connector are arranged in order from left to right if you are viewing the face of the connector and have 
the connector positioned so that the row of pins is at the top.

In a typical Ethernet or Fast Ethernet cabling scheme, the wires that are connected to Pin 1 and Pin 2 transmit 
data and the wires that are connected to Pin 3 and Pin 6 receive data. By contrast, Gigabit Ethernet transmits 
and receives data on all four pairs of wires.
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There are two different Telecommunications Industry Association (TIA) wire termination standards for an 
RJ-45 Ethernet connector: T568A and T568B. The T568A standard is compatible with Integrated Services 
Digital Network (ISDN) cabling standards, whereas the T568B standard is compatible with a standard 
established by AT&T.

It is important to note that the wires used for transmit and receive in one standard are inverse in the other.

The T568A standard uses the white/green and green wires for Pins 1 and 2, respectively, and uses the white/
orange and orange wires for Pins 3 and 6, respectively. Therefore, the T568A standard transmits over the 
white/green and green wires and receives over the white/orange and orange wires. 
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The T568B standard uses the white/orange and orange wires for Pins 1 and 2, respectively and uses the white/
green and green wires for Pins 3 and 6, respectively. Therefore, the T568B standard transmits over white/
orange and orange and receives over white/green and green. 

The white/blue and blue and white/brown and brown wires are typically connected to the same pin regardless 
of which standard you use. 
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Understanding Straight-Through and Crossover Cables

There are times when you should use the T568A-standard pinout on one side of a UTP Ethernet cable and 
the T568B-standard pinout on the other side of the cable. A crossover cable uses a different standard at each 
end. A crossover cable should be used to connect two workstations, two switches, or two routers over the 
same Ethernet cable. By contrast, dissimilar Ethernet devices, such as a router and a switch, or a switch and 
a workstation, must be connected with a straight-through Ethernet cable. A straight-through cable uses the 
same pinout standard at each end. 

If two dissimilar networking devices are connected with a straight-through Ethernet cable, the transmit 
pair on one device is connected to the receive pair on the other device. However, if two similar networking 
devices are connected with a straight-through Ethernet cable, the transmit pins on one device are connected 
to the transmit pins on the other device, and the devices will not be able to communicate. When you are 
troubleshooting network connectivity problems, a basic first approach is to verify that the cable that connects 
the two devices is the correct type and then reseat all cable connectors.

Because Gigabit Ethernet uses all eight wires of a UTP cable, the crossover pinout for a cable that is to be 
used over a Gigabit Ethernet connection is slightly more complex than an inverse T568-standard pinout. In 
addition to inverting the T586-standard transmit and receive wires, the white/blue and blue wires on one end 
of the cable should be inverse to the white/brown and brown wires on the other end of the cable.
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Serial Cables

Serial cables are also copper cables. However, serial cables are not as commonly used as they once were. 
Most service provider equipment has transitioned to Ethernet and fiber-optic cables.

Cisco devices support five types of serial cables. However, the most commonly used serial cable is a 25-pin 
EIA/TIA-232 cable with a DB-25 connector at either end.

One end of a serial cable is the data communications equipment (DCE) end and the other end is the data 
terminal equipment (DTE) end. The most important thing to remember about serial cables is that the DCE 
end provides clocking to the DTE end. If the correct clock rate is not configured on the DTE end, physical 
connectivity between the devices cannot be established.
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Fiber-Optic Cables

Unlike copper cables, which transmit data as electrical signals, fiber-optic cables transmit data as pulses 
of light; in addition, fiber-optic cables are not susceptible to radio frequency interference (RFI) or 
electromagnetic interference (EMI). Therefore, implementing fiber-optic cabling can be useful in buildings 
that contain sources of electrical or magnetic interference. Fiber-optic cables are also useful for connecting 
buildings that are electrically incompatible. 

Because fiber-optic cables support greater bandwidth and longer segment distances than UTP cables, 
fiber-optic cables are commonly used for network backbones and for high-speed data transfer. Fiber-optic 
cables can be used to create Fiber Distributed Data Interface (FDDI) LANs, which are 100-Mbps dual-ring 
LANs. However, Cisco switches and Cisco routers do not require fiber-optic cable connections in order to 
communicate with each other. Although fiber-optic cables are useful in situations where there are problems or 
incompatibilities related to electrical issues, fiber-optic cables typically cost more than copper UTP, shielded 
twisted-pair (STP), or coaxial cables.
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Fiber-Optic Cable Types

Multimode fiber (MMF) can use a 62.5-micron core and a wavelength of 850 nanometers (nm). Additionally, 
MMF is typically used for distances less than 2 kilometers (km). When light is transmitted through a fiber-
optic cable, the light is only propagated by the fiber core at certain angles, or modes. The light transmitted 
into the core of an MMF cable is typically in the 850-nm or 1,300-nm frequency range. Because MMF 
has a relatively large core (50 micron or 62.5 micron) that permits many different angles of light, the signal 
becomes dispersed over great distances. This dispersion effectively limits the usable distance of MMF to 2 
km. MMF is typically used in campus designs that require at least 1 Gbps of bandwidth and network runs 
that are less than 2 km.

Single-mode fiber (SMF) typically uses a 9-micron core. The light transmitted into the core of an SMF cable 
is typically in the 1,310-nm or 1,550-nm frequency range. Because SMF has a relatively small core that 
permits very few angles of light, the signal does not become very dispersed over great distances. The limited 
dispersion of SMF enables network runs of 80 km or more. SMF is typically used in campus designs that 
require at least 10 Gbps of bandwidth and network runs that are greater than 2 km.
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Fiber-Optic Cable Connectors

Older fiber-optic cables use ST and SC connectors. The older ST connector is a round, spring-loaded 
connector. The SC connector is typically a square-shaped connector that snaps into its receptacle; it is 
available in both single and duplex varieties.

Newer fiber-optic cables can also use LC or MT-RJ connectors. LC connectors are small form factor 
connectors that are available in both single and duplex varieties. Similar to the SC connector, the LC 
connector snaps into its receptacle. However, LC connectors are half the size of SC connectors. MT-RJ 
connectors look like miniature RJ-45 Ethernet copper connectors. Like the LC connector, the MT-RJ 
connector can provide a duplex interface in a single connector.
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PoE

PoE provides in-line power for connected IP phones and WAPs over the same cable that carries voice and 
data traffic. As a result, PoE eases Voice over IP (VoIP) and WLAN implementations because you are not 
limited to installing devices next to existing power sources. As long as there is a network jack available, 
the device can draw its power from the network cable, allowing placement where the device will be most 
accessible.

A Cisco Catalyst switch can provide power to both Cisco and non-Cisco devices that support either the 
IEEE 802.3af standard, the IEEE 802.3at standard, or the Cisco prestandard method. For a Catalyst switch 
to successfully provide power, both the switch and the device must support the same PoE method. After a 
common PoE method is determined, CDP messages sent between Catalyst switches and Cisco devices can 
further refine the amount of allocated power.

The 802.3af standard divides power requirements into the following classes:

•	 Class 0: 0.44 – 12.94 watts (W)
•	 Class 1: 0.44 – 3.84 W
•	 Class 2: 3.84 – 6.49 W
•	 Class 3: 6.49 – 12.95 W

Class 0 is the default PoE level. Devices that are classified as Class 0 will draw as much power as they need, 
up to the maximum amount.
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The 802.3at PoE Plus standard adds a fourth class, Class 4, which is used for high-power PoE devices. Class 4 
provides 12.95 W to 25.50 W of power.

Cisco Catalyst switches monitor and police PoE ports. If a device attempts to draw more power than a port 
is configured to provide, a syslog message will be issued and the port will be shut down and enter the error-
disabled state.
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Troubleshooting Interfaces and Cabling

This section covers several common interface and cabling issues that occur and how to troubleshoot those 
issues. Specifically, it includes the following issues:

•	 Excessive noise
•	 Collisions
•	 Late collisions
•	 Duplex mismatch
•	 Speed mismatch
•	 Broadcast storms
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Excessive Noise

Excessive noise is a problem that can cause transmission errors. Noise errors are typically caused by a 
physical media problem. For example, a damaged cable could cause excessive noise errors to occur. Using 
the wrong cable type could also cause excessive noise errors. If you determine that a device is experiencing 
excessive noise problems, you should check the physical media attached to the device. 

Excessive noise errors are detectable by viewing output from the show interfaces command. A high number 
of cyclic redundancy check (CRC) errors along with a low number of collisions could indicate an excessive 
noise issue. 

The following output of the show interfaces command provides an example of a possible excessive noise 
issue: 

SwitchA#show interfaces fastethernet 0/1
FastEthernet0/1 is up, line protocol is up 
  Hardware is X2345, address is 00c0.1234.5678
  Internet address is 10.10.10.1/24
  MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
  Encapsulation ARPA, loopback not set, keepalive set (10 sec)
  Auto-duplex, Auto-speed 
  Last input 0:00:05, output 0:00:03, output hang never
  Output queue 0/40, 0 drops; input queue 0/75, 0 drops
  Last clearing of “show interface” counters never
  Queueing strategy: fifo
  Output queue 0/40, 0 drops; input queue 0/75, 0 drops
  5 minute input rate 0 bits/sec, 0 packets/sec
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  5 minute output rate 0 bits/sec, 0 packets/sec
     119641 packets input, 21282118 bytes, 0 no buffer
     Received 92561 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 12345 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
     0 input packets with dribble condition detected
     149712 packets output, 14562789 bytes, 0 underruns
     0 output errors, 47 collisions, 5 interface resets
     0 babbles, 0 late collision, 7 deferred
     0 lost carrier, 0 no carrier
     0 output buffer failures, 0 output buffers swapped out

The relevant entries in the output have been emphasized. In this example, 12,345 CRC errors have been 
reported, while only 47 collisions have been detected. In such a scenario, you should verify that the cables are 
not damaged and that they have been correctly installed. 
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Collisions

Too many collisions can cause network congestion due to packets being retransmitted as a result of the 
collisions. Collisions can be caused by several factors. Malfunctioning NICs in host computers can cause 
jabber on the network, which can cause collisions to occur. Too many devices transmitting on one network 
segment could also cause collisions. Another potential cause for collisions is duplex mismatch errors between 
devices. For example, if a switch port is configured for full duplex and a hub is connected to the port, it is 
possible that collisions could occur; a hub can operate only in half-duplex mode. Resolving collision errors 
may involve replacing NICs in client computers, creating additional network segments, or reconfiguring 
duplex settings, depending on what is identified as the cause of the excessive collision issues.

The number of collisions that occur on an interface can be viewed by issuing the show interfaces command. 
A high number of collisions could indicate transmission problems on the network. 

The following output of the show interfaces command indicates that a problem could be causing too many 
collisions to occur on the network:

SwitchA#show interfaces fastethernet 0/1
FastEthernet0/1 is up, line protocol is up 
  Hardware is X2345, address is 00c0.1234.5678
  Internet address is 10.10.10.1/24
  MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
  Encapsulation ARPA, loopback not set, keepalive set (10 sec)
  Auto-duplex, Auto-speed 
  Last input 0:00:05, output 0:00:03, output hang never
  Output queue 0/40, 0 drops; input queue 0/75, 0 drops
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  Last clearing of “show interface” counters never
  Queueing strategy: fifo
  Output queue 0/40, 0 drops; input queue 0/75, 0 drops
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     119641 packets input, 21282118 bytes, 0 no buffer
     Received 92561 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
     0 input packets with dribble condition detected
     149712 packets output, 14562789 bytes, 0 underruns
     0 output errors, 12345 collisions, 5 interface resets
     0 babbles, 0 late collision, 7 deferred
     0 lost carrier, 0 no carrier
     0 output buffer failures, 0 output buffers swapped out

The relevant entry in the output has been emphasized. In this output, 12,345 collisions have occurred on the 
FastEthernet 0/1 interface. 
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Late Collisions

A late collision is a collision that occurs after the 512th bit (64th byte) of a frame has been transmitted 
by a device. A device detects such a collision if it begins sending a frame and a collision occurs after 512 
bits of the outgoing frame have been sent. The amount of time it takes to send the first 512 bits of a frame 
is dependent on the network technology in use. For example, it takes 51.2 microseconds to send 512 bits 
over a 10-Mbps Ethernet segment, whereas it only takes 5.12 microseconds to send 512 bits over a 100-
Mbps FastEthernet segment. Similar to other collision errors, late collisions can occur as a result of duplex 
mismatch errors or a network segment that extends farther than the cable length supports. If you notice late 
collisions occurring on an interface, you should ensure that the duplex settings are configured correctly and 
that the network segments are not too long.

The number of late collisions that occur on an interface can be viewed by issuing the show interfaces 
command. The number of late collisions detected on an interface are shown in the late collision counter, as 
shown in the following sample output:

SwitchA#show interfaces fastethernet 0/1
FastEthernet0/1 is up, line protocol is up 
  Hardware is X2345, address is 00c0.1234.5678
  Internet address is 10.10.10.1/24
  MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
  Encapsulation ARPA, loopback not set, keepalive set (10 sec)
  Auto-duplex, Auto-speed 
  Last input 0:00:05, output 0:00:03, output hang never
  Output queue 0/40, 0 drops; input queue 0/75, 0 drops
  Last clearing of “show interface” counters never
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  Queueing strategy: fifo
  Output queue 0/40, 0 drops; input queue 0/75, 0 drops
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     119641 packets input, 21282118 bytes, 0 no buffer
     Received 92561 broadcasts, 0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
     0 input packets with dribble condition detected
     149712 packets output, 14562789 bytes, 0 underruns
     0 output errors, 1 collisions, 5 interface resets
     0 babbles, 100 late collision, 7 deferred
     0 lost carrier, 0 no carrier
     0 output buffer failures, 0 output buffers swapped out

The relevant entry in the output has been emphasized. In this sample output, 100 late collisions have been 
detected on the FastEthernet 0/1 interface. 
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Duplex Mismatch

Duplex mismatch errors can cause a number of problems, including intermittent connectivity, performance 
problems, a high number of collisions, and late collisions. A duplex mismatch error occurs when the ends 
of a network link are configured with different duplex settings. Cisco devices support half-duplex mode and 
full-duplex mode, but both ends of the link should be configured to use the same duplex setting. If they are 
configured with different duplex settings, network performance could be adversely affected due to collisions 
being detected. One symptom of a duplex mismatch is that the half-duplex side of the connection will report 
late collisions. The full-duplex side, on the other hand, will report runts, Frame Check Sequence (FCS) 
errors, and alignment errors. You can configure the duplex settings explicitly, or you can configure the link to 
autonegotiate the duplex settings. 

Duplex mismatches can sometimes be difficult to diagnose because the problems might be intermittent 
and the interface will report an up/up state. If you suspect that a duplex mismatch error is causing network 
problems, you can use the status parameter of the show interfaces command to verify the duplex settings 
for all the interfaces on a device. The following displays sample output from the show interfaces status 
command:

SwitchA#show interfaces status
Port    Name               Status       Vlan       Duplex  Speed Type
Fa0/1                     connected     1          a-full  a-100 10/100BaseTX
Fa0/2                     connected     1          a-full  a-100 10/100BaseTX
Fa0/3                     connected     1          a-full  a-100 10/100BaseTX
Fa0/4                     connected     1          a-full  a-100 10/100BaseTX
Fa0/5                     notconnect    1            auto   auto 10/100BaseTX
Fa0/6                     notconnect    1            auto   auto 10/100BaseTX
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Fa0/7                     notconnect    1            auto   auto 10/100BaseTX
Fa0/8                     notconnect    1            auto   auto 10/100BaseTX
Fa0/9                     notconnect    1            auto   auto 10/100BaseTX
Fa0/10                    notconnect    1            auto   auto 10/100BaseTX
Fa0/11                    connected     1          a-full  a-100 10/100BaseTX
Fa0/12                    connected     1          a-full  a-100 10/100BaseTX
Gi0/1                     notconnect    1            auto   auto 10/100BaseTX
Gi0/2                     notconnect    1            auto   auto 10/100BaseTX

In this sample output, the interfaces have been configured to autonegotiate the duplex settings, as depicted by 
the a- prefix before the duplex setting in the output. For example, interface Fa0/1 autonegotiated full-duplex 
mode.

Autonegotiation is a method of electrical signaling between interfaces to enable the automatic configuration 
of speed and duplex settings on an interface. Cisco recommends that autonegotiation be enabled on both sides 
of a link if it is supported. If one side of the link is statically configured, the autonegotiation-enabled side of 
the link will attempt to operate at the fastest speed that is supported by the remote side of the link. In such 
a case, the Speed field for the autonegotiation-enabled port will display the word auto. However, setting 
autonegotiation on only one side of a link can cause configuration problems on the link, such as mismatched 
duplex settings, because it is not possible to statically configure the duplex settings of a port unless the port 
speed is statically configured first.



72 © 2020 Boson Software, LLC

CCNA Module 1: Network Fundamentals

Speed Mismatch

Speed mismatch errors can prevent an interface from sending or receiving traffic. A speed mismatch error 
occurs when one end of a network link is configured to use a different speed than the other end of the 
link, such as when one end of a link is configured to transmit at 10 Mbps while the other end of the link is 
configured to transmit at 100 Mbps. In such a scenario, a link between the two interfaces would not be able to 
be established and the links would remain in the down state. 

Similar to configuring interface duplex, you can explicitly configure the speed setting on an interface or 
you can configure the link to autonegotiate the speed setting. You can even explicitly configure one end and 
configure the other end to autonegotiate. In such a scenario, the autonegotiating port can identify the other 
port’s link speed by the electrical signal sent by the port. You can prevent a speed mismatch from occurring 
by ensuring that at least one end of a link is configured to autonegotiate the speed settings. 

You can use the show interfaces status command to view the speed settings for the interfaces on a device. 
The following example displays sample output from the show interfaces status command:

SwitchA#show interfaces status
Port    Name               Status       Vlan       Duplex  Speed Type
Fa0/1                     connected     1          a-full  a-100 10/100BaseTX
Fa0/2                     connected     1          a-full  a-100 10/100BaseTX
Fa0/3                     connected     1          a-full  a-100 10/100BaseTX
Fa0/4                     connected     1          a-full  a-100 10/100BaseTX
Fa0/5                     notconnect    1            auto   auto 10/100BaseTX
Fa0/6                     notconnect    1            auto   auto 10/100BaseTX
Fa0/7                     notconnect    1            auto   auto 10/100BaseTX
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Fa0/8                     notconnect    1            auto   auto 10/100BaseTX
Fa0/9                     notconnect    1            auto   auto 10/100BaseTX
Fa0/10                    notconnect    1            auto   auto 10/100BaseTX
Fa0/11                    connected     1          a-full  a-100 10/100BaseTX
Fa0/12                    connected     1          a-full  a-100 10/100BaseTX
Gi0/1                     notconnect    1            auto   auto 10/100BaseTX
Gi0/2                     notconnect    1            auto   auto 10/100BaseTX

In this sample output, the interfaces have been configured to autonegotiate the speed settings, as depicted by 
the a- prefix before the speed setting in the output. For example, interface Fa0/1 autonegotiated a 100-Mbps 
transmission speed.
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Using the OSI Model to Troubleshoot Networks

You can also use the OSI reference model as a basis for troubleshooting a network. Each of the 
troubleshooting techniques below uses the logical structure of the OSI model to discover the cause of network 
problems.

Understanding the Bottom Up Troubleshooting Technique

The bottom up method of network troubleshooting begins at the Physical layer of the OSI reference model 
and then works through each layer toward the Application layer until the problem is isolated. For example, an 
administrator who is troubleshooting a workstation that can no longer connect to the network might choose 
to first check the workstation’s physical connection to the network, such as checking for a loose cable. If 
the cable is not loose, the administrator might decide to proceed to the Data Link layer of the OSI reference 
model and verify the network card, then the IP address at the Network Layer, and so on.

Understanding the Top Down Troubleshooting Technique

The top down troubleshooting technique starts at the Application layer and works toward the Physical 
layer of the OSI reference model. An administrator using the top down method of network troubleshooting 
might begin the process by examining or restarting the network applications on a workstation that has lost 
connectivity to the network.
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Understanding the Divide and Conquer Troubleshooting Technique

The divide and conquer troubleshooting technique starts at the Network layer and works either up or down 
the OSI model depending on the outcome of network tests. For example, an administrator who is using the 
divide and conquer method to troubleshoot a workstation that has lost connectivity to the network might 
successfully test connectivity at the Network layer and, based on that result, might decide to move on to the 
Transport layer of the OSI model. However, an administrator who determines that connectivity does not exist 
at the Network layer might choose to check for a valid IP address on an interface, then check for the Data 
Link layer problems, and then check for a cable-connection problem at the Physical layer.
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Troubleshooting Connectivity

Using the bottom up method of troubleshooting is generally best for isolating interface configuration issues. 
Therefore, you should begin by troubleshooting Layer 1, or Physical layer, connectivity. Once you have 
verified physical connectivity, you can then test Layer 2, or Data Link layer, and Layer 3, or Network layer, 
interface configuration issues.



77© 2020 Boson Software, LLC

CCNA Module 1: Network Fundamentals

Troubleshooting Physical Layer Connectivity

Layer 1 of the OSI model is the Physical layer. Therefore, you should begin the troubleshooting process by 
verifying that physical connectivity exists between the router and the ISP. There are several ways to verify 
physical connectivity, the first of which is simply examining the cable that directly connects the router to the 
ISP link. Next, you should connect to the router and issue the show interfaces command in privileged EXEC 
mode. When issued without parameters, the show interfaces command displays information about each of 
the router’s network interfaces. You can also display information about a specific interface by issuing the 
show interfaces type number command, where type is the name and number is the number of the interface 
you want to examine.

In the output above, the Serial 0/0 interface on RouterA is in the up state. In addition, the line protocol is in 
the up state. An interface status of up indicates that the physical interface is working properly. An interface 
status of down indicates the presence of a Layer 1 problem. Examples of Layer 1, or Physical layer, problems 
include a faulty interface, a broken cable, or an incorrect cable. You should use a crossover cable to connect 
the Ethernet interfaces of two similar devices, such as two computers, two switches, or two routers. You 
should use a straight-through cable to connect two dissimilar devices, such as a computer to a switch or a 
switch to a router. If the interface status is in the administratively down state, the shutdown command is 
configured on the interface.

The show interfaces command also provides statistics that might be helpful in diagnosing other Layer 1 
problems. For example, many CRC errors on an interface could be indicative of a bad cable. A high number 
of input queue drops or output queue drops could indicate that the router hardware is unable to efficiently 
process the volume of traffic that is being sent to the router.
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Although problems at the Physical layer might indicate hardware issues with network interfaces or cables, 
there are some Cisco configuration mistakes that can create Physical layer problems. For example, the DCE 
end of a serial connection provides clocking information to the DTE end. If the correct clock rate is not 
configured on the DTE interface, physical connectivity between the devices cannot be established. You can 
issue the show controllers serial command to determine which end of the cable is connected to the router.

Similarly, Ethernet interfaces require that the duplex configuration match on each end of the link. There 
are two different duplex modes: full duplex and half duplex. When full-duplex mode is configured, data is 
sent from one pair of wires and received by using a different pair of wires, which prevents collisions from 
occurring. Full duplex enables both ends of a link to transmit and receive information simultaneously. By 
contrast, hubs support only half-duplex operation; a device connected to a hub cannot send and receive data 
simultaneously.

Most modern devices automatically negotiate the duplex settings for Ethernet, FastEthernet, and 
GigabitEthernet interfaces. However, duplex mismatches can still occur if the duplex {full | half | auto} 
command is manually configured with different modes on each end of a link or if something interferes 
with the automatic negotiation process. If a high number of collisions is displayed in the output of the show 
interfaces command, a duplex mismatch might be the cause.

The speed of an interface is also automatically negotiated on modern devices. Therefore, a full-duplex 
GigabitEthernet interface that is connected to a full-duplex FastEthernet interface will negotiate a speed 
of 100 megabits per second (Mbps). However, if the speed {10 | 100 | 1000 | auto} command is issued on 
each side of the link and the speeds do not match, a link will not be established. For example, a FastEthernet 
interface that is manually configured to a speed of 100 Mbps will not be able to establish a link with a 
GigabitEthernet interface that is manually configured to a speed of 1,000 Mbps. 

Cisco recommends manually configuring speed and duplex settings on links to devices that are not likely 
to change or be moved, such as file servers. However, for most devices, automatic negotiation of speed and 
duplex should be allowed to occur.
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Troubleshooting Data Link Layer Connectivity

The show interfaces command is also useful for verifying the Data Link layer components of the interface 
configuration on a router or a switch. A Layer 2 protocol is required to transmit information from one 
interface to another across a link. Protocols that operate at the Data Link layer include Ethernet, PPP, High-
level Data Link Control (HDLC), and Frame Relay. In the output above, the Serial 0/0 interface is in the up 
state. In addition, the line protocol, which is the Data Link layer protocol, is in the up state. An interface 
status of up combined with a line protocol status of up indicates that the interface and line protocol are 
working properly. The Layer 2 protocol must match on each end of a link for connectivity to be established.

An interface status of up combined with a line protocol status of down indicates the presence of a Data Link 
layer problem. Examples of Data Link layer problems include mismatched encapsulation between linked 
serial interfaces, clocking errors, or a lack of keepalive messages. You can verify the Layer 2 encapsulation 
method that is being used on the interface by examining the output of the show interfaces command. In the 
output above, the encapsulation is configured to PPP. By default, a Cisco serial interface is configured to use 
HDLC encapsulation. 

The show interfaces command is also useful for verifying maximum transmission unit (MTU) configured 
on an interface. The MTU is the largest frame that a device can transmit. MTU typically refers to the largest 
frame that can be transmitted along a path. However, MTU is sometimes also used to describe the largest 
packet that a router can forward. The default MTU for an Ethernet frame is 1,500 bytes. Because an IP packet 
has a 20-byte header, the largest IP payload that can be carried in an Ethernet frame is 1,480 bytes. If a frame 
exceeds the MTU of a link, the frame will be fragmented if possible or discarded if the do-not-fragment, or 
DF, bit is set.
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Troubleshooting Network Layer Connectivity

Troubleshooting the Network layer, or Layer 3, of the OSI model is potentially the most involved task in 
troubleshooting router connectivity. Network layer troubleshooting requires the verification of correct IPv4 
and IPv6 network addressing and therefore an understanding of IPv4 subnetting and variable-length subnet 
masking (VLSM) as well as IPv6 addressing. These concepts will be covered in the Network Addressing 
and Transport module. In addition, Network layer troubleshooting might involve the examination of routing 
tables and routing protocol configuration or default gateway configuration.
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Summary

The fundamentals of networking begin with an understanding of the OSI model as well as the devices and 
protocols that operate at each layer. Devices are connected together to form network topologies, and each 
topology has a specific function. Each company must decide how to connect its devices as well as whether to 
implement solutions that are on-premises, cloud-based, or a combination of both.

Individual devices can communicate over the network by connecting Ethernet, serial, or fiber-optic cables to 
their corresponding interfaces. When communication fails, troubleshooting methodologies can help to isolate 
problems quickly. Understanding the output of the show interfaces command is vital in order to efficiently 
troubleshoot and administer Cisco devices.
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Module Notes
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In a spine-leaf topology, each leaf must connect to every spine. In addition, each spine must connect to every 
leaf. A spine-leaf topology is a two-tier network architecture in which every lower-tier leaf switch connects to 
every top-tier spine switch. However, the leafs and spines are not connected to one another.

Spine switches connect to the network backbone. If link oversubscription occurs, a new spine switch can be 
added and connections to every leaf switch can be established.

Leaf switches connect to nodes, such as servers. When port capacity becomes a problem with the addition of 
new servers, a new leaf can be added and connections to every spine switch can be established.

When traffic is sent through a spine-leaf topology, the path is randomly chosen so that the traffic is evenly 
distributed among the spines. Because every traffic flow must pass through no more than two network hops, 
throughput and latency become much more even and predictable.
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Software as a Service (SaaS) is the cloud computing service model that provides the least management 
control to the consumer. The National Institute of Standards and Technology (NIST) defines three service 
models in its definition of cloud computing: SaaS, Platform as a Service (PaaS), and Infrastructure as a 
Service (IaaS).

The SaaS model enables a consumer to access applications that are running in the cloud infrastructure but 
does not enable the consumer to manage the cloud infrastructure or to configure the provided applications. Of 
the three models, SaaS exposes the least amount of the consumer’s network to the cloud and is the least likely 
to require changes to the consumer’s network design.

The PaaS model provides a consumer with somewhat more freedom than the SaaS model by enabling the 
consumer to install and possibly configure provider-supported applications in the cloud infrastructure. A 
company that uses a provider’s development tools or Application Programming Interface (API) to deploy 
specific cloud-based applications or services is using PaaS.

The IaaS model provides the greatest degree of freedom by enabling a consumer to provision processing, 
memory, storage, and network resources within the cloud infrastructure. IaaS also enables a consumer to 
install operating systems (OSs) and applications. However, with IaaS, the cloud infrastructure remains under 
the control of the service provider. A company uses IaaS when it hires a service provider to deliver cloud-
based processing and storage that will house multiple physical or virtual hosts that can be configured in a 
variety of ways.
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An interface status of up combined with a line protocol status of down most likely indicates the presence 
of a Data Link layer problem. Examples of Data Link layer problems include mismatched encapsulation 
between linked serial interfaces, clocking errors, or a lack of keepalive messages. You can verify the Layer 
2 encapsulation method that is being used on the interface by examining the output of the show interfaces 
command.

An interface status of down most likely indicates the presence of a Physical layer problem. Examples of 
Physical layer problems include a faulty interface, a broken cable, or an incorrect cable. You should use 
a crossover cable to connect the Ethernet interfaces of two similar devices, such as two computers, two 
switches, or two routers. You should use a straight-through cable to connect two dissimilar devices, such as a 
computer to a switch, or a switch to a router. If the interface status is in the administratively down state, the 
shutdown command will be configured on the interface.

A Network layer problem or a Transport layer problem might not affect the interface status or the line 
protocol status. Network layer troubleshooting requires the verification of correct Internet Protocol version 4 
(IPv4) and IP version 6 (IPv6) network addressing as well as the examination of routing protocol and default 
gateway configurations. Transport layer troubleshooting involves the verification of access control lists 
(ACLs) and firewall rules to determine whether any Transmission Control Protocol (TCP) and User Datagram 
Protocol (UDP) ports have been blocked.
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BGP (Border Gateway Protocol), 351, 356, 358, 362, 
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Cisco Unified Wireless Networks, 38
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address prefix, 427, 479
bandwidth, 30, 50, 58, 59, 92, 98, 112, 204, 205, 
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392, 393, 394, 406, 420, 422, 524, 534, 538, 548, 
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cdp enable, 264
cdp run, 264
channel-group, 303, 304, 305, 309, 316
channel-group mode, 303
clear adjacency, 352, 354
clear cef table, 354
clear ip arp, 352, 354
clear ip cache, 354
clear ip dhcp binding, 481
clear ip route, 354
clear ipv6 dhcp binding, 481
clock rate, 57, 78, 339
clock timezone, 498
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copy running-config startup-config, 610
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debug cdp, 271
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debug ip ospf adj, 419
debug ipv6 ospf adj, 419
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ip dhcp client lease, 476
ip dhcp excluded-address, 479
ip dhcp pool, 479
ip dhcp snooping, 602, 603
ip dhcp snooping trust, 602
ip dhcp snooping vlan, 602
ip dns server, 484
ip domain lookup, 483
ip domain name, 483
ip ftp password, 504, 505
ip ftp username, 504, 505
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ip host, 484
ip mtu, 419
ip name-server, 483
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ip nat outside, 491, 495
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ip nhrp redirect, 648
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ip ospf cost, 366, 422
ip ospf dead-interval, 403
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logging host, 521
login, 509, 564, 571, 572, 624, 626, 710
login local, 509, 572
mac-address-table aging-time, 211
maximum-paths, 422
name, 24, 77, 116, 127, 134, 165, 230, 248, 249, 254, 

256, 257, 260, 302, 416, 417, 432, 433, 441, 470, 
476, 478, 479, 480, 482, 483, 484, 486, 493, 495, 
501, 503, 504, 505, 507, 510, 512, 513, 515, 516, 
517, 518, 521, 522, 546, 572, 581, 583, 584, 588, 
592, 594, 595, 596, 598, 599, 613, 619, 622, 623, 
624, 625, 626, 652, 706, 714

neighbor, 122, 127, 148, 262, 269, 375, 378, 379, 
381, 385, 387, 388, 391, 395, 403, 404, 405, 406, 
407, 408, 416, 417, 418, 460, 522, 669

network, 410, 411
ntp access-group, 501
ntp authenticate, 500, 501
ntp authentication-key, 500

ntp master, 499
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show cdp entry, 269
show cdp entry device-id protocol, 269
show cdp interface, 266, 267
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show cdp neighbors detail, 268, 269
show cdp traffic, 270, 271
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show controllers serial, 78, 338, 339
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show interfaces interface switchport, 234
show interfaces [interface] trunk, 241
show interfaces port-channel, 308
show interfaces status, 70, 72
show interfaces switchport, 241, 261
show interfaces trunk, 241, 261
show interfaces tunnel, 644
show interfaces vlan, 248
show ip arp, 352



721© 2020 Boson Software, LLC

CCNA Index

show ip cache, 352, 353
show ip cef, 350, 352
show ip dhcp binding, 481
show ip dhcp conflict, 480
show ip dhcp snooping, 602, 603
show ip dhcp snooping binding, 603
show ip interface brief, 358, 362, 644
show ip nat translations, 492, 494, 495
show ip ospf, 402, 408, 414, 415, 416, 417, 418, 

420
show ip ospf database, 408, 414
show ip ospf interface, 416, 418, 420
show ip ospf neighbor, 417, 418
show ip protocols, 412, 418
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show ip route ospf, 413
show ip ssh, 513
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show ipv6 protocols, 412, 418
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show ipv6 route static, 364
show lldp entry, 269
show lldp interface, 267
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show lldp neighbors detail, 268, 269
show lldp traffic, 270, 271
show logging, 521
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show mac-address-table address, 212
show mac-address-table aging-time, 211
show mac-address-table interface, 212
show mac-address-table vlan, 212
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show ntp authentication keys, 501
show ntp authentication-status, 501
show ntp status, 502
show ntp trusted-keys, 501
show port-security interface, 613
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show snmp contact, 516
show snmp host, 516
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show spanning-tree interface, 278
show spanning-tree mst, 292
show spanning-tree root, 277
show spanning-tree vlan, 277, 306, 307
show standby, 432, 433
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show vlan id, 249
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show vtp status, 260
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snmp-server enable traps, 518, 519
snmp-server engineID, 516
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snmp-server host, 515, 516, 518
snmp-server location, 515
snmp-server user, 517
snmp-server view, 517
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spanning-tree bpduguard enable, 295
spanning-tree guard loop, 296
spanning-tree guard root, 297
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spanning-tree loopguard default, 296
spanning-tree mode mst, 292
spanning-tree mode pvst, 289
spanning-tree mode rapid-pvst, 285, 291
spanning-tree portfast, 294, 295
spanning-tree portfast bpduguard default, 295
spanning-tree vlan forward-time, 282
spanning-tree vlan hello-time, 282
spanning-tree vlan max-age, 282
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switchport access vlan, 230, 233
switchport access vlan dynamic, 233
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switchport mode access, 233, 242, 252, 608
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switchport nonegotiate, 243, 608
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switchport port-security, 609, 610, 611, 612
switchport port-security mac-address, 609, 610
switchport port-security violation, 609, 611
switchport trunk allowed vlan, 259
switchport trunk encapsulation, 230, 239, 608
switchport trunk native vlan, 239, 261
switchport voice vlan, 252
switchport voice vlan dot1p, 252
switchport voice vlan none, 252
switchport voice vlan untagged, 252
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tunnel mode gre ipv6, 641
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vtp password, 254
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WRED (weighted random early detection), 537

X
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Y
YAML (YAML Ain’t Markup Language), 687, 688, 

694
YANG (Yet Another Next Generation), 679, 680, 681



Certification Candidates

Boson Software’s ExSim-Max practice exams are designed to simulate the complete exam experience. 
These practice exams have been written by in-house authors who have over 30 years combined 
experience writing practice exams. ExSim-Max is designed to simulate the live exam, including topics 
covered, question types, question difficulty, and time allowed, so you know what to expect. To learn 
more about ExSim-Max practice exams, please visit www.boson.com/exsim-max-practice-exams or 
contact Boson Software.

Organizational and Volume Customers

Boson Software’s outstanding IT training tools serve the skill development needs of organizations such 
as colleges, technical training educators, corporations, and governmental agencies. If your organization 
would like to inquire about volume opportunities and discounts, please contact Boson Software at 
orgsales@boson.com.
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